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ABSTRACT

In this paper, we describe the use and processing of image sequences for forensic investigations. For real-time digitization
and storage of uncompressed movie files we use a computer equipped with a disk array system. The number of tape
playbacks is minimized, while the use of still image/pause options of the VCR can be avoided completely.

    These movie files are split into series of image files that contain full frames (odd and even lines) or interpolated fields.
We have developed interactive and fully automated procedures for batch-processing these image files. The processed files
are converted into new movie files. The processed movies, and result reports of the investigation are stored on CD-ROM
and videotape for use in court.  Examples are presented of:

1) Splitting alternating camera recordings into 1 camera movie.
2) Automatic tracking of persons and cars for zooming and contrast enhancement.
3) Integrating images of not-moving objects in integer domain.
4) Finding and integrating corresponding images from a number of movie files that are obtained by repeatedly
              digitizing a tape.
5) Use of wavelet filtering and PDE.

 Advanced methods for image restoration can be incorporated in these procedures for batch processing. A discussion is
given on the presentation of processed images in movie files for court.
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1. INTRODUCTION

At our laboratory, cases are submitted for forensic investigation of videotapes and recorders. The video investigation is
often requested by the court for different types of crime, like robberies and homicides. For these investigations, we use a
computer to digitize the images uncompressed in such that we try to minimize the wear of the videotape as much as
possible.

2. SYSTEMS USED AT OUR LABORATORY
2.1 HARDWARE

For the digitization process, we use a Silicon Graphics workstation O2 with a disk array (RAID) of 28 GB. RAID storage
technology increases the capacity, speed and reliability by connecting 9 disks into an array. The video is thus digitized and
stored uncompressed. The data rate of uncompressed video is approximately 30 MB/s. Since we have to convert the files,
the maximum amount of data we digitize uncompressed is 5 minutes.

The images can be stored in YUV 4:2:2. For our use, we will process the images further using RGB. In casework, we ask
for the VCR that has been used for the recording. The original recorder has the same head positions (as long as no service or
repair has been performed in the meantime).

If we receive videotape for examination we ask for the VCR that recorded the tape. The advantage of examining both is that
technical defects of the recorder are known before we play the tape. The VCR is also used for digitizing the video stream.



We use a pattern generator of Fluke 54200 for quality control. It can be used to check the VCRs that have been submitted to
the laboratory, and we can check the quality of digitization as well. Furthermore, we use a digital Time Base Corrector (8
bits).

These kinds of systems are often used 1 in forensic science. One fact that has to be considered is the quality of digitization.
The way the A/D-conversion is done is important for the result2 3. For quality control of the digitization process, we check
the histogram of gray values first. If necessary we correct the settings of the digitizing board or the TBC manually.

Nowadays 10 bit or even 12 bit systems are available. A common problem is that most digitizing hardware can adapt itself
to the dynamic range of different video signals.  Users of 10 or 12 bit systems also have to make sure that the full dynamic
range is being used.  The digital filters, which are used in the digitizing board, have to be known as well. For this reason it is
useful to have the specifications of the chips which are used in the board. We are currently in the process of evaluating other
boards with 10 or 12 bits.

2.2 SOFTWARE

For casework, we use different software packages. We use the Khoros4 software program for the development of
algorithms. Since the source codes are available, we can conduct our own quality control on the algorithms. In addition, we
can implement our own algorithms. This method is flexible since we can program visually (figure 1) in the workspaces of
Khoros. The images can be in any format, from bytes to double precision. It is convenient to make a loop of images that
have to be examined. With this software, a workspace can be logged, so it is useful at court to reconstruct what kinds of
image processing operations are used.

Figure 1 : Khoros : visual programming. Each block is a procedure and connected to each other . I t is possible to
process video streams with cantata.



We are currently evaluating the software Private Eye5 by Cognitech. This software makes the use of  PDE (Partial
Differential Equations)-methods is available. It also enables correction the synchronization effects between odd and even
frames. This software has been developed specially for video image processing and can use more then 8 bits for images.

For splitting images of video sequences, we use media tools by Silicon Graphics. These tools make it is easy to split frames
and process uncompressed digitized video streams.

Furthermore, we use the software package ImageMagick6 for visualization processes, file conversion and some simple
image processing operations. The advantage that this software offers is that it works easily with different file formats using
the Unix environment, and that the source available for quality control.

3. VIDEO PROCESSING EQUIPMENT IN SURVEILLANCE

We receive videotapes that were recorded in many different systems. It is important to know what kind of video systems are
on the market, since processing methods depend on the system that has been used.

3.1 TIME LAPSE

Time lapse recorders are a special category of VCR, developed specially for the security industry. The main difference
between the time-lapse recorders and the normal VCR is that time lapse recorders can record up to 960 hours on a single
180-minute tape. This is achieved by the time lapse stepper motor, which moves the tape in discrete steps, while the video
drum rotates constantly.  Any mode up to 12 hours moves the tape with continuous speed, after which, starting from 24, it
moves in discrete steps. The time lapsed between the consequent shot increase as the mode increases.

In time lapse mode, no real time movement is recorded. The playback looks like a videoplayback in Pause mode, advancing
at short but regular intervals. When unstable, a special Still Lock potentiometer can stabilize the picture to a perfect stable
frame.

3.2 SEQUENTIAL SWITCHER

Because the majority of camera surveillance systems are installed with more cameras than VCRs and monitors, there is a
need for a device that will sequentially switch from one camera to another. This device is called a Video Sequential
Switcher.

Sequential switchers exist in different types. The simplest and most commonly used is a 4-way switcher. There are also 6, 8,
12, 16 and even sometimes 20-way switchers.

One of the most important things relevant to switchers is the switching technique used. A problem is that the different
cameras often do operate with the same phase. When non-synchronized signals are switched through a sequential switcher
the effect of picture-roll will appear on the monitor. There are several solutions for this - from line-locked camera’s (the
mains frequency is the same as the vertical sync rate) to an external sync for each camera. Some cameras are designed to
accept the video signal of the previous camera and lock it.

The Video Matrix Switcher is the big brother of the Sequential Switcher. This gives the opportunity to work with more
operators and select the same camera by different operators.

3.3 MULTIPLEXERS

Multiplexers are devices that perform time division multiplexing with video signals on their input and produce two kinds of
video outputs: one for viewing and one for recording. The output for live viewing shows all cameras on a single screen
simultaneously, or single full frames can be selected. While the video output shows these images, the multiplexer’s output
for the VCR sends the time division multiplexed images of all the cameras selected for recording. This time division
multiplexing looks like a very fast sequential switching. The difference is, however, that all of these are now synchronized
to be recorded on a VCR in a sequential manner. Some manufacturers produce multiplexers that only perform fast
switching, but no mosaic display. These devices are called Frame Switchers.



The synchronization in such systems is very important. So, in effect, we have a switching signal coming out of the
multiplexer, that switches the same speed which the recording heads are recording. This speed depends on the type of VCR
and thus has to be selected on the multiplexer. Further the rate of fields can be modified by, for example, an alarm system.

We receive videotapes from all those different video systems. It would be inconvenient to buy a new system each time for
visualization. For this reason we developed some procedures for sorting and separating the different fields for comparing the
contents of them.

3.4 QUAD COMPRESSOR

Another device that is often seen in surveillance applications is the Quad compressor. Quad compressors place up to four
cameras on a single screen by dividing the screen in four quadrants. In order to do that, videosignals are first digitized and
then compressed to the corresponding quadrants. The electronics of the quad performs the time base correction, which
means that all signals are synchronized. These devices are digital image processing devices with an analog input and output.
They also tend to have a different quality from the output, depending on the resolution and the digital electronics. In practice
this means that we can see jerky movements, because the cheaper quad can only handle a few images per second.

The images that are digitized in this way will be cropped and magnified to the video-resolution. This also can be realized
with the SGI media tools. One thing that has to be considered is if a certain image processing operation can be used in court.
Even an enlargement using an interpolation method can be discussed in court7.

4. MULTIPURPOSE SPLITTING ALGORITHM

Because so many different types of multiplexers exist with a variety of settings, the need arises to have a multi purpose
field-selection routine. First, we digitize the videostream, and then we select the frames that have to be investigated.

The first step was to develop a manual routine for visualizing and labeling a camera. The problem is that this procedure can
be very time consuming, because often a few hundred frames have to be examined. For this reason, a method has been
developed to split the images of the different cameras automatically.

Splitting Algorithm

1. select first frame m(x,y) in array of frames that is not classified yet
2. The frame m(x,y) is compared with the frames n(x,y) by subtracting the gray-values d(x,y) = m(x,y)-n(x,y)
3. Compute the variance in gray values of this difference d(x,y) (In our actual case we selected a part of the image, which

does not vary in the camera’s)
4. if the variance is below a threshold level 

�
 they belong together and are classified to camera j

5. Otherwise do not classify the image n(x,y)
6. Repeat 2 until all frames that are not classified are subtracted from d(x,y)
7. Repeat 1 until all frames are classified

A resulting movie will be displayed of the split fields.

This approach will not work in the following instances:
- If the information in the camera changes very fast (either noise, or just a change in image by light or something

else)
- If the camera contains images that are approximately the same
- If the frames are not synchronized correctly

Because this is an aid in our forensic work, we can correct those images with the interactive routine at this moment. If
necessary, a more sophisticated algorithm will be implemented. The software can be modified interactively for other kinds
of classification.



5. INTEGRATING IMAGES

When averaging images of a sequence, it is possible to reduce noise, and sometimes an image with a higher resolution can
be reconstructed.

Noise reduction

Noise in the digitized video image has different sources :
1. the noise of digitization
2. the noise of recording
3. the noise of playing a tape

We have tested the influence of digitization on noise with PAL and VHS. For this reason we tested the influence of a test
pattern and the influence of the recording. We have tested different kinds of patterns of gray values with our digitization
board.

From our measurements it appeared that the average noise is 1.4 gray-value. This is composed of an average of 0.7 gray-
value of recording noise and an average of 0.7 gray-value of digitization noise. The noise introduced by playing the tape is
an average of 0.02 gray-value.

Averaging one frame which is digitized several times

It appears to be worthwhile to average a number of sequences to reduce the noise. For noise reduction this means we can
play and digitize the tape several times. After this, we have to find the starting point of the streams and we can average
those as well. Another approach more convenient to use is to employ a different time-lapse mode and digitize more images
per frame. This is the easiest way. For both situations we have developed an averaging algorithm. In Khoros we can divide
these through the number of sequences and it is possible to have a gray-value in float.

Averaging multiple frames

Figure 2: Averaging 107 frames of a sequence.

Another way of averaging can be used to reduce the noise is by averaging multiple frames. It is important that the objects or
persons do not move during the averaging. Figure 6 shows an example of some cars, which do not move. On the left one
frame is given and on the right 107 frames of a sequence is averaged. The noise is reduced, however the persons that are
moving are not visible anymore.



Superresolution

The perceived spatial resolution of a sequence of images appears much higher than the actual spatial resolution of an
individual frame. The conversion of a sequence in a higher resolution image occurs within the human system to some
extent.

The high-resolution reconstruction8 is possible if there is a motion between the scene and the camera during image sequence
acquisition. The key to high-resolution image recovery algorithm is accurate knowledge of the subpixel translation and
rotation of each frame. If these parameters are not known, they should be estimated from the observed frames. It is therefore
necessary to have an image registration and high –resolution image reconstruction.9

We have an example of a license plate that is viewed from a distance with a camera. The camera moves slightly by
influence of the wind. For this reason we have to register the images. In this case (the movement of the camera), we can
compute a higher resolution image10 by combining multiple frames.

The next procedure is used for the super resolution
1. Separate the frames in fields
2. Zoom the region if interest in the image with least square interpolation 4 times in x-direction and 8 times in y-direction
3. Select a frame Fm in which the license plate is as clear as possible
4. N = 0; registered image T is set to zero
5. Register the images Fn on Fm (this is done by minimizing the variance of  Fn – Fm of a region of interest that does not

move)
6. Average the registered image T with Fn if the variance of the difference

In figure 3 an example is given of this method when averaging 4 images. In our research it appeared that the influence of
noise and blur is important on registration. Other methods of frame fusion might be useful to evaluate for an improved
performance.

Figure 3 : Use of multiresolution in a sequence of frames 4 frames are registered and averaged.

6. TRACKING

Since we do not have to track the image real-time, a method requiring much more computing power can be used. A major
problem when trying to achieve robust object tracking is the distracting effect of background objects. For our purpose the
number of images which have to be followed are limited, and user interaction is allowed.

We selected one of the methods described in literature11.  This tracking algorithm uses four data structures. Every object in
the world has a data structure that stores the objects estimated size, color and velocity in current and past position. This



information is used for matching each object in the last frame to a blob in a new frame. Image blobs are computed in each
frame using background differencing. With this method each blob’s size, color and position is recorded.

One of the most common requests is to magnify a person or object, which is moving in the image. It can be helpful to follow
the object and automatically magnify the image instead of doing this manually.

For tracking in such a case, we selected the next method.  Labeling a multiband image or a cluster image is achieved by
attempting to merge connected pixels. The principal of the algorithm is as follows: A pixel receives the same label as its
neighbor if the likelihood distance between the two pixels is acceptable.  The label process is propagated for a given region
numbers until it is no longer possible to find a candidate.

Example 1 (figure 4).

Tracking a person by change in image.

1. Compute the difference of subsequent frames
2. Label the resulting image
3. Identify the location of the objects
4. Follow the objects that are recognized by comparing the location in the subsequent images. We set a maximum
       distance between those subsequent images

Frame 1 Frame 2 

Difference of images Labeled Image
  Figure 4 : tracking in a sequence by computing the difference of the subsequent images



If the people’s path cross, our experience is that the algorithm does not find the correct image anymore.

a. original image     b. Thresholded image on orange          c. Labeled image

Figure 5 Or iginal image (1) is thresholded by color  information and labeled.

Figure 6 : example of  tracking person in orange color  based

Tracking based on color information
1. Determine the color value range of an image by selecting the Region of Interest
2. Clip this range from the image
3. Label the resulting image
4. Follow the objects that are recognized by comparing the location in the subsequent images. We set a maximum distance

between those subsequent images

In this example (figure 5 and 6) we follow the person in the subsequent images based on color.

7. WAVELET FILTERING AND PDE’S

For noise removal, numerous methods exist. In the past we have studied the use of PDE’s12 13. We have implemented them
in the Cantata-software. A more convenient way of processing the images is using the software Private Eye for the
Maximum Total Variation method.

The wavelet transform can be used for filtering noise in images. In most applications, it is necessary to know if a coefficient
is due to a signal or to noise. Generally noise follow a Gaussian or a Poisson distribution or a combination of both. There
are different ways to estimate the standard ways of the gaussian noise in an image. From an evaluation14 of six methods of



six methods and showed that the average methods was the best. This method consists of filtering an image with the average
filter and subtracting the filtered image from this image. Then a measure of noise at each pixel is computed.

Other types of noise that appear in the practical images are additive non-uniform noise, multiplicative noise and unknown
noise. If the noise is not known and does not follow any distribution, we can consider as significant only wavelet
coefficients that are greater than their local standard deviation multiplied by a standard.

A wavelet transform for discrete data is provided by a particular version known as the à trous (with holes) algorithm15. It is a
stationary or redundant transform, decimation is not carried out. The different scales of the à trous transform can be
visualized.

The algorithm to create multiresolution16 support is as follows:
1. We compute the wavelet transform for the image
2. We estimate the noise standard deviation at each scale. We deduce the statistically significant level at each scale
3. The binarization of each scale leads to the Multiresolution support
4. If desired modification using a priori knowledge

Suppression of noise in videotapes is requested by court. Frequently, linear techniques are used because they are easy to
implement and design. These methods modify the structures of the images. To overcome these shortcomings, a large
number of non-linear methods are available in literature. The most frequently used is the median filter, which is
computationally efficient and successful for removing noise of an impulsive nature. It suffers from the fact that with
increasing window size the signal details become blurred.

The use of a trous algorithm allows artifacts to be suppressed, which would arise due to decimation to orthogonal wavelet
transforms. For noise removal an iterative filtering method. Since we would prefer not to touch a pixel if it generates a
significant coefficient at any one scale. At each different scale the coefficients are retained, which belong to the support.
The significant coefficients are found by iteration in this way :

1. n = 0
2. Initialize the solution I to zero
3. Determine the multiresolution support of the image
4. Estimate the significance level at each scale
5. Determine the error E(n) = I – I(n)
6. Determine the multiresolution transform of the error E
7. Threshold only the coefficients that belong to the support
8. Reconstruct the thresholded error image. This yield the image containing the significant residuals of the error image
9. Add this residual to the solution I(n) = I(n) + E(n)
10. If (σ(E(n-1)) - σ(E(n))/ σ(E(n)) > limit then n=n+1 ; go to step 4

In figure 7 an example is given of the use of different ways of filtering the noise. Noise reduction is realized with median
filtering, MTV and a trous filtering.

8. OUTPUT TO COURT

In practice the court asks for videoprints, or a new composite video. A disadvantage is that the risk exists that the quality
will decline by copying. For this reason we will write a CD-ROM with an uncompressed QuickTime17 movie-file. The
problem with this approach however, is that the court often does not have the correct equipment for visualizing these kind of
movie-files.

We also use SHA4LABS18 to hash digital criminal evidence to prove that the image files have not been manipulated.
SHA4LABS is developed at our laboratory and has been validated as conforming to Federal Information Processing
Standard Publication (FIPS PUB) 180-1, Secure Hash Standard (SHS), and FIPS PUB 186, Digital Signature Standard
(DSS).



At the moment it is hard to proof that the evidence really was captured at a given time. In the future there might be a
development of authenticated cameras by using cryptographic techniques. Like many systems however, the digital portion
can be secured, but the analog is more difficult19 20.

                             Original Median filtering

       MTV-method denoising : A trous wavelet noise filtering
variance is 4.6, number of iterations = 10 automatic determination of variance 4.6

Figure 7 : Examples of noise filtering with median filtering, MTV and wavelet filtering

9. CONCLUSION AND FUTURE RESEARCH

It appeared to be useful to develop some routines for examining a sequence of video images. In this way, the time spent on a
video case at the forensic laboratory can be reduced. The different video systems, which are on the market, require the
development of special written routines for the extracting of the images.  Extracting the different cameras by recognizing a
part of an image is performed at our laboratory using automated routines.

CD-ROMs with files in (uncompressed) movie-format are used in court and in police investigations. The processed files
with contrast enhancement and sorted on camera a request that is often submitted to the laboratory. These cases can be
processed easily with the batch processing at our laboratory.

Two ways of tracking a video sequence are implemented in Khoros. One way of tracking is based on color information, and
the other way is based on the information of the difference between the images. These tracking methods can be useful for
court when many images have to be processed.



Averaging images can be very useful for reducing the noise. Digitizing multiple sequences and averaging those sequences
reduces the noise of digitization. Computing a higher resolution image is possible by scaling the image with a least square
magnification. After this a registration has to be done, and the average is then computed. Other methods of high resolution
might also work. Super resolution can work if there is subpixel information that can be computed.

We plan to continue with research on super resolution, PDE’s and wavelets for image restoration. We have not used these
methods in cases for court yet. If we use these methods, it is important to visualize and explain what kind of effects can be
expected when using these kind of filters.

The way of digitization requires a further study and the optics and electronics that are used in video cameras and VCR’s is
important to take into account with a forensic case. We plan to examine these systems in more detail. Because most systems
of future will be digital, we are planning a project on identifying cameras and videosystems from images or digital
videosequences which are found at a suspect’s crime scene or on the Internet.
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